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Overview

What is the reverse proxy?

A reverse proxy server is a type of proxy server that typically sits behind the firewall in a private
network and directs client requests to the appropriate backend server. A reverse proxy provides
an additional level of abstraction and control to ensure the smooth flow of network traffic
between clients and servers, including security, availability, performance and traffic shaping.
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Why do we need it?

The LM web server is not able to get an "A" rate on SSL Test Rating and It is caused by LM
doesn't support strong/new ciphers for TLS encrypted connections (HTTPS/SSL). This inability
to handle secure TLS/SSL connections is caused by an incomplete HTTP/HTTPS server
implementation provided by ActiveTCL 1.4/1.5 and OpenSSL 1.0.2u.

SSL Report: comptroller.lyris.net (74.116.236.73)

Assessed on: Sat, 22 Feb 2020 18:01:18 UTC | Hide | Clear cache Scan Another »

Summary

Overall Rating

Certificate
Protocol Support
Key Exchange

Cipher Strength

Visit our d page for more i guides, and books. Known issues are documented here.

This server does not support Forward Secrecy with the reference browsers. Grade capped to B. MORE INFO »

HTTP Strict Transport Security (HSTS) with long duration deployed on this server. MORE INFO »

How does it work?

As we can see at "What is the Reverse Proxy" topic, it will work in front of the current LM web
server, forcing all HTTP traffic be redirected to HTTPS and using just the LM HTTP
implementation to avoid over-heading and improve performance. It will also use all new and well
secured TLSv1.2 cyphers to provide an "A" rate on SSL implementation.
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It will be implemented by a Nginx instance listening on HTTP (TCP 80) and HTTPS (TCP 443)
ports all the internet requests and then mediating all connections to LM HTTP server (TCP 8080
- if they are running on the same server).

Summary

Overall Rating

Certificate

Protocol Support

Key Exchange

Cipher Strength

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

HTTP request to this server failed, see below for details.

Nginx will provide all needed configuration and infrastructure to support an "A" rate.

Installing Nginx

Nginx is an extremely high performance web server which has the ability to handle thousands of
requests per second with little hardware requirements. It can be installed on any operating
system and it comes as an open source application as well.

PLEASE USE NGINX VERSION >= 1.16 (WE WILL USE 1.18 for this HOWTO).

Linux

Centos 6 / RHEL 6

Install the nginx.repo

Centos 6

Run these commands:
# wget
http://nginx.org/packages/centos/6/noarch/RPMS/nginx—release-centos-6-0.el

6.ngx.noarch.rpm

# rpm -ivh nginx-release-centos-6-0.el6.ngx.noarch.rpm


https://nginx.org/en/
http://nginx.org/packages/centos/6/noarch/RPMS/nginx-release-centos-6-0.el6.ngx.noarch.rpm
http://nginx.org/packages/centos/6/noarch/RPMS/nginx-release-centos-6-0.el6.ngx.noarch.rpm

RHEL 6

Run these commands:

# wget
http://nginx.org/packages/rhel/6/noarch/RPMS/nginx-release-rhel-6-0.el6.ng
x.noarch.rpm

# rpm -ivh nginx-release-rhel-6-0.el6.ngx.noarch.rpm

Update yum

Run command:
$ yum update

Install Nginx

Run command:

$ yum install nginx

Centos 7/ RHEL 7

Create a nginx.repo

Run command:
$ vi /etc/yum.repos.d/nginx.repo

Centos 7

Paste this at /etc/yum.repos.d/nginx.repo:

[nginx]

name=nginx repo
baseurl=http://nginx.org/packages/mainline/centos/7/$basearch/
gpgcheck=0

enabled=1

RHEL 7

Paste this at /etc/yum.repos.d/nginx.repo:

[nginx]

name=nginx repo
baseurl=http://nginx.org/packages/mainline/rhel/7/$basearch/
gpgcheck=0

enabled=1

Update Yum

Run command:



S yum update

Install Nginx

Run command:
$ yum install nginx

Test opening on your browser:

Welcome to nginxl - Chromium

[) Welcometo nginx! x Y Y
&« C | O httpy//10.21.136.134 # :

Welcome to nginx!

If you see this page, the nginx web server is successfully installed and
working. Further configuration is required.

For online documentation and support please refer to naginx.org.
Commercial support is available at nginx.com.

Thank you for using nginx.

Windows

Download

Nginx comes pre-compiled for Windows which makes it extremely easy to get started. If it did
not come pre-compiled, you would need to have a compiler installed on your computer with a
full environment. Fortunately, this is not the case.

Download Nginx Windows here: http://nginx.org/en/download.htm|

Once you've downloaded Nginx for Windows, you can extract it to your folder of choice, we
recommend that you install it somewhere easily accessible such as C:\nginx.

Verify Nginx Windows Installation

In order to make sure that the service is working with no problems, we recommend that you start
a command prompt window and type the following, make sure that you update the path if you've
installed it in another folder.


http://nginx.org/en/download.html

C:\nginx\nginx.exe

You should be able to go to http://localhost/ and you should see the “Welcome to Nginx” default
page. If you see that page, then we can be sure that Nginx has been installed properly. We will
now shut it down and install it as a service, to stop it, you can use this command.

C:\nginx\nginx.exe -s stop
Now, if you were using Nginx as a simple development server, you can use these simple

commands to start and stop the server as you need. However, if you will be using it as a
production server, you would want to install it as a Windows service.

Configuration

Nginx
BEFORE START

Linux

No actions required.

Windows

Please be sure to use double-backslashes (\\) to define paths into nginx.conf and also be sure
you already have an error_log and pid directives defined.
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ftuser nobody;
worker_processes  1;

error_log logsiierror.log;
fterror_log logs/ferror.log notice;
fierror_log logs/error.log info;

pid logsi\nginx.pid;
events {
worker _connections 1824;
¥
http ¢
include mime . types;
default_type application/octet-stream;
#log_format main ‘$remote_addr - $remote_user [$time local] "$request™ *
# *$status $body bytes sent "Shttp referer"
# *"Shttp_user_agent™ "$http_x forwarded for"';
b
12 lines yanked into "+ 1,8-1 Top

SSL Certificates

Certificates and Encodings

At its core an X.509 certificate is a digital document that has been encoded and/or digitally
signed according to RFC 5280.

In fact, the term X.509 certificate usually refers to the IETF’s PKIX Certificate and CRL Profile of
the X.509 v3 certificate standard, as specified in RFC 5280, commonly referred to as PKIX for
Public Key Infrastructure (X.509).

X509 File Extensions

The first thing we have to understand is what each type of file extension is. There is a lot of
confusion about what DER, PEM, CRT, and CER are and many have incorrectly said that they
are all interchangeable. While in certain cases some can be interchanged the best practice is to
identify how your certificate is encoded and then label it correctly. Correctly labeled certificates
will be much easier to manipulat



Encodings (also used as extensions)

e DER = The DER extension is used for binary DER encoded certificates. These files may
also bear the CER or the CRT extension. Proper English usage would be “I have a
DER encoded certificate” not “| have a DER certificate”.

e PEM = The PEM extension is used for different types of X.509v3 files which contain
ASCII (Base64) armored data prefixed with a “— BEGIN ...” line.

Common Extensions

e CRT = The CRT extension is used for certificates. The certificates may be encoded as
binary DER or as ASCIlI PEM. The CER and CRT extensions are nearly synonymous.
Most common among *nix systems

e CER = alternate form of .crt (Microsoft Convention) You can use MS to convert .crt to
.cer (.both DER encoded .cer, or base64[PEM] encoded .cer) The .cer file extension is
also recognized by IE as a command to run a MS cryptoAPl command (specifically
rundll32.exe cryptext.dll,CryptExtOpenCER) which displays a dialogue for importing
and/or viewing certificate contents.

e KEY = The KEY extension is used both for public and private PKCS#8 keys. The keys
may be encoded as binary DER or as ASCIl PEM.

The only time CRT and CER can safely be interchanged is when the encoding type can be
identical. (ie PEM encoded CRT = PEM encoded CER)

Configuring Nginx Certs

At /etc/nginx/nginx.conf, andinside the server { .. } block, use the
ssl certificate and ssl certificate key like this example:

ssl certificate /usr/local/lm/tclweb/bin/lyris.net/lyris.net.pem;
ssl _certificate key
/usr/local/lm/tclweb/bin/lyris.net/lyris.net.key;

SSL Ciphers

At /etc/nginx/nginx.conf, andinside the server { .. } block, use the
ssl prefer server ciphers and ssl ciphers like this example:

# enables server-side protection from BEAST attacks

# http://blog.ivanristic.com/2013/09/is-beast-still-a-threat.html
ssl prefer server ciphers on;

#ssl protocols TLSvl TLSvl.l TLSv1.2 TLSvl.3;

ssl protocols TLSv1l.2 TLSvl.3;

# ciphers chosen for forward secrecy and compatibility



#
http://blog.ivanristic.com/2013/08/configuring-apache-nginx—-and-opens
sl-for-forward-secrecy.html

ssl ciphers
'ECDHE-ECDSA-CHACHA20-POLY1305:ECDHE-RSA-CHACHA20-POLY1305:ECDHE-ECDS
A-AES128-GCM-SHA256:ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-AES256-GC
M-SHA384 :ECDHE-RSA-AES256-GCM-SHA384 : DHE-RSA-AES128-GCM-SHA256 : DHE-RS
A-AES256-GCM-SHA384 :ECDHE-ECDSA-AES128-SHA256 :ECDHE-RSA-AES128-SHA256
:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-AES256-SHA384 :ECDHE-RSA-AES128-SHA:
ECDHE-ECDSA-AES256-SHA384 :ECDHE-ECDSA-AES256-SHA:ECDHE-RSA-AES256-SHA
:DHE-RSA-AES128-SHA256:DHE-RSA-AES128-SHA :DHE-RSA-AES256-SHA256 :DHE-R
SA-AES256-SHA:ECDHE-ECDSA-DES-CBC3-SHA:ECDHE-RSA-DES-CBC3-SHA:EDH-RSA
-DES-CBC3-SHA:AES128-GCM-SHA256:AES256-GCM-SHA384:AES128-SHA256:AES25
6-SHA256:AES128-SHA:AES256-SHA:DES-CBC3-SHA: !DSS';

For more information about ciphers please check this article.

SSL TLVv1.2 only

At /etc/nginx/nginx.conf use the ssl protocols to enable just TLSv1.2.
Example:

ssl protocols TLSv1.2;

Running as a Service

Linux

Type the following chkconfig command:
# chkconfig nginx on

Windows

We downloaded from https://github.com/kohsuke/winsw/releases the last stable version (2.10.1
- WindSW.NETCore31.x64.exe) and copied it to the Nginx folder (c: \nginx) as
nginxscv.exe.

After download, copy, and rename the nginxsvc.exe, you will need to create a service file
inside the Nginx (c: \nginx) folder, please be sure to create a file with the name
nginxsvc.xml with the following contents:

<service>
<id>nginx</id>


https://comodosslstore.com/resources/ssl-cipher-suites-ultimate-guide/
https://github.com/kohsuke/winsw/releases

<name>nginx</name>
<description>nginx</description>
<executable>c:\nginx\nginx.exe</executable>
<logpath>c:\nginx\logs</logpath>
<logmode>roll</logmode>
<depend></depend>
<startarguments></startarguments>
<stoparguments>-s stop</stoparguments>
<workingdirectory>c:\nginx</workingdirectory>
</service>

You are now ready to install the Windows service, you can proceed to run the following
command:

C:\nginx\nginxsvc.exe install

You can now proceed to manage the service from your service manager. The easiest and
fastest way to access it is to type the following in your command prompt:

services.msc

You should be all done at this point.

File Action View Help

as|DEBcz HE »enw

G senvices (Local) | —

nginx Nam e - Description Status Startup Type Log On As
%, KtmRm for Distributed Tran... Coordinates... Manual (Trig... NetworkS...
Start the service (m Link-Layer Topology Discov... Createsa N... Manual Local Service

:.t, Local Session Manager Core Windo... Running Automatic Local Syste...

Description: C,;, Machine Debug Manager Supportslo... Running  Automatic Local Syste...
nginx . Microsoft iSCSl Initiator Ser...  Manages In... Manual Local Syste...
‘.,.b Microsoft Software Shadow... Manages so... Manual Local Syste...

E,; Microsoft Storage Spaces ... Host service... Manual Network S...

. Mozilla Maintenance Service  The Mozilla ... Manual Local Syste...

:ﬁ Multimedia Class Scheduler  Enables rela... Manual Local Syste...

Sﬁ Net.Tcp Port Sharing Service  Provides abi... Disabled Local Service

S,, Netlogon Maintains a ... Manual Local Syste...

5_);, Network Access Protection .. The Networ... Manual Network S...

£, Network Connections Manages o... Manual Local Syste...

3,& Network Connectivity Assis... Provides Dir... Manual (Trig... Local Syste...

5,, Network List Service Identifies th.. Running  Manual Local Service

"..,.Q Network Location Awareness Collectsan...  Running  Automatic Network S...

f,,g Network Store Interface Ser..  This service .. Running  Automatic Local Service

: Automatic Local Syste...

54, Optimize drives Helps the c... Manual Local Syste...

;,, Performance Counter DLL ...  Enables rem... Manual Local Service

5;‘, Performance Logs & Alerts  Performanc... Manual Local Service

ﬂ,, Plug and Play Enablesac.. Running Manual Local Syste...

Extended /|, Standard /




You have Nginx as a service and you can set it up to start automatically when it is booted with
your operating system!

After you click on the "Start" button you will see the status "Running"

lina the service with id 'nainx’
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and then you can open the browser at http://localhost to check if it is opening the default Nginx
page.

Welcome to nginx!

(;‘—> cC @ ‘@ O localhost - @ % + INn @ & =

Welcome to nginx!
If you see this page, the nginx web server is successfully installed and o
working. Further configuration is required.
For online documentation and support please refer to nginx.org. i
Commercial support is available at nginx.com.
Thank you for using nginx. 1
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If you need to disable the Windows default port 80 (HTTP.sys), please run as "Administrator" at
the command line:



http://localhost/

net stop http /y
sc config http start= disabled

For more information please check this article:
http://www.devside.net/wamp-server/opening-up-port-80-for-apache-to-use-on-windows

HTTP to HTTPs redirection

At /etc/nginx/nginx.conf, andinsidethe location /path { .. } block, use the
return <http answer code> <url> like this example:

# redirect all http traffic to https
server |

listen 80 default server;

listen [::]:80 default server;

server name my.servername.com;

return 301 https://ShostSrequest uri;

Reverse Proxy

At /etc/nginx/nginx.conf, andinsidethe location /path { .. } block, use the
proxy pass, proxy set header, proxy cache valid,
proxy cache use stale error, and proxy redirect like this example:

# ... the rest of your configuration
location / {
proxy set header Host Shost;
proxy cache_valid 200 7d;
proxy cache use_stale error timeout invalid header updating
http 500 http 502 http 503 http 504;
proxy set header X-Forwarded-Proto https;
proxy_set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header Host Shttp host;
proxy redirect off;

proxy pass http://url.to.your.servicel[:<port>]/;


http://www.devside.net/wamp-server/opening-up-port-80-for-apache-to-use-on-windows

Listmanager

Web Ul

Disable SSL

1. Edityour ${LM HOME}/tclweb/bin/tclhttpd.rc file
2. Find this section

HHHHHA AR AR AR AR AR AR
# SSL Configuration

# SSL _REQUEST - should the server ask for certificates from clients?
Config SSL REQUEST 1
# SSL _REQUIRE - should the server require certificates?
Config SSL REQUIRE 1
3. Switch all to 0 (zero)

FHAFHHFH S H A
# SSL Configuration

# SSL REQUEST - should the server ask for certificates from clients?
Config SSL_REQUEST 0
# SSL REQUIRE - should the server require certificates?
Config SSL REQUIRE 0
4. Find this section
# USE SSL2 - Allow the use of SSL version 2
# (You cannot get this with a "no patents" build of OpenSSL)

Config USE_ SSL2 1

# USE SSL3 - Allow the use of SSL version 3



Config USE_SSL3 1
# USE TLS1 - Allow the use of TLS version 1
Config USE_TLS1 1

5. Switch them to 0 (zero)

# USE SSL2 - Allow the use of SSL version 2
# (You cannot get this with a "no patents" build of OpenSSL)

Config USE_SSL2 0
# USE SSL3 - Allow the use of SSL version 3
Config USE_SSL3 0
# USE TLS1 - Allow the use of TLS version 1
Config USE TLS1 0

6. Save the file
7. Restart LM

HTTP and HTTPs ports

8. Edityour ${1LM HOME}/tclweb/bin/tclhttpd. rc file
9. Find this section

# port - the listening port for the server for HTTP requests.
# The standard web port is 80.

Config port 80

# https port - the listening port for the server for HTTPS requests.
# The standard SSL port is 443.

Config https_port 443

10. Switch all to 8080 and 8443

# port - the listening port for the server for HTTP requests.



# The standard web port is 80.
Config port 8080

# https port - the listening port for the server for HTTPS requests.
# The standard SSL port is 443.

Config https_port 8443

SOAP API

Unfortunately we can't assign a different port for SOAP API service so it always will run on port
82 (HTTP or HTTPS). It force us to use an path assignment for the SOAP service (/_soap/)
like

€ > C {t & Im-demo.lyris.net

i Apps  E¥ E-mail | TeamCity Jira X wiki Confluence Trilegy % Bookmarks Best JSON to YA... @ Test Analytics @ E-m

This XML file does not appear to have any style information associated with it. The document tree is shown below.

v<definitions xmlns:tns="http://www.lyris.com/lmapi” xmlns:SOAP-ENV="http://schemas.xmlsoap.org/soap/envelope/"
xmlns:SOAP-ENC="http://schemas.xmlsoap.org/soap/encoding/" xmlns:xsi="http://www.w3.org/2001/%ML8chema-instance"”
sd="http://www.w3.org/2001/XMLSchema" xmlns:nsl="http://tempuri.org/nsl.xsd" xmlns:ns="http://www.lyris.com/lmapi”
OAP="http://schemas.xmlsoap.org/wsdl/soap/" xmlns:MIME="http://schemas.xmlsoap.org/wsdl/mime/"
IME="http://schemas.xmlsoap.org/ws/2002/04/dime/wsdl/" xmlns:WSDL="http://schemas.xmlsoap.org/wsdl/"
http://schemas.xmlsoap.org/wsdl/" name="lmapi" targetNamespace="http://www.lyris.com/lmapi">
v<types>
v<schema xmlns:SOAP-ENV="http://schemas.xmlsoap.org/socap/envelope/" xmlns:SOAP-
ENC="http://schemas.xmlsoap.org/soap/enceding/" xmlns:xsi="http://www.w3.org/2001/XMLSchema-instance”
xmlns:xsd="http://www.w3.org/2001/XMLSchema"” x¥mlns:nsl="http://tempuri.org/nsl.xsd"
xmlns:ns="http://www.lyris.com/lmapi” xmlns="http://www.w3.org/2001/XMLSchema"
targetNamespace="http://tempuri.org/nsl.xsd" elementFormDefault="unqualified”" attributeFormDefault="unqualified">
<import namespace ttp://www.lyris.com/1lmapi” />
<import namespace="http://schemas.xmlsoap.org/soap/encoding/"
schemalocation="http://schemas.xmlsoap.org/soap/encoding/"/>
v<simpleType name="LicenseLevelEnum">
v<restriction base="xsd:string">
<enumeration value="§"/>
<!l-- enum const 0 -->
<enumeration value="P"/>
<l-- enum const 1 -
<enumeration value=
<!-- enum const = 2 -->
</restriction>
</simpleType>
v<simpleType name="ListTypeEnum">
v<restriction base="xsd:string">
<enumeration walue="marketing"/>
<l== enum const 0 ===
<enumeration value="announcement-moderated"/>
<l== enum const = 1 ==>
<enumeration value="discussion-moderated"/>
€l== &num const = 2 ==>
<enumeration value="discussion-unmoderated"/>
<l== enum const 3 ==>
</restriction>
</simpleType>
v<simpleType name="MriVisibilityEnum">
v<restriction base="xsd:string">

<enumeration value= />
€l== enum const = 0 ==>
<enumeration value="H"/>
<l-- enum const 1 -
<enumeration value="I"/>
<l-- enum const 2 -
</restriction>
</simpleType>

v<simpleType name="MemberStatusEnum">
Y<restriction base="xsd:string">
<enumeration value="normal"/=>

<l-- enum const 0 -
<enumeration value="member"/>

<l-- enum const 1 -
<enumeration value="confirm"/>

<l-- enum const = 2 -->
<enumeration value="confirm-failed"/>
<l-- enum const = 3 -->
<enumeration value="private"/>

<l-- enum const 4 -
L <enumeration value="expired"/>




To enable it you just have to add a new entry above the "location / {" block to map it to the
LM SOAP API interface.

location / soap {

proxy set header Host Shost;

proxy cache valid 200 7d;

proxy cache use stale error timeout invalid header updating
http 500 http 502 http 503 http 504;

proxy set header X-Forwarded-Proto https;

proxy set header X-Forwarded-For Sproxy add x forwarded for;

proxy redirect off;

proxy pass http://url.to.your.service:82/;

Then it will be available at https://url.to.your.service/ soap/?wsdl.

Don't forget to disable your firewall access from the Internet to the LM TCP 82 port (SOAP) and
change your scripts to use the new URL based on SSL reverse proxy.

Tests

Application
1. Open the Chrome/Firefox
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3. Open the Network Tab
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Browser styles

Into the URL bar, type the LM URL to be tested using the http:// at the beginning

@ http://im-demo.lyris.net/ — visitar

 [m-demo.lyris.net —

5. Check into the Network Tab if you got a 301 Redirect to the https:// url
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GET f& Im-demo... logo-lyris-Im-fractal.gif img gif 8,55KB 8,1..
@ 11 requests 98,43 KB [ 101,57 KB transferred Finish: 2,10 min DOMContentLoaded: 1
El Headers Cookies Params Response Timings Stack Trace Security

Request URL: https://Im-demo. lyris.net/
Request method: GET
Remote address: 74.116.236,104:443

Status code: 302 Found (D)

Version: HTTP/1.1 Edit and Resend

~ Response headers (328 B) Raw headers

Connection: keep-alive

Content-Length: 248

Content-Type: text/html

Date: Sat, 22 Feb 2020 21:37:38 GMT

Location: futilities/login/login/?DocPos...be042f3ebcf63bf9363blafdbdels
Server: nginx

Strict-Transport-Security: max-age=31536000

URI: /utilities/loginflogin/?DocPos.. beD42{3ebcfB3bfA363blafdbde 35

6. Inform your login/password and click on the Login button

"\ Login

User Name: luis.reis@aurea.com

Password:

If you have forgotten your password, click

hare.
g

Lyris, Inc. | Email Marketing Softwars

7. Check if the LM loaded without any alert at the URL bar



=

c @

© & https://im-demo.lyris.net/utilities/login/list_change/

tyn S| ; Welcome luis.rels@aurea.com | Logout  List: 00148984-lisicopy Language: English

(@ Expand (5) Coll
L iaohianinll 2. Change List

Utilities : Login Status : Change List )

A Home

[ calendar
ALL A B c D E F G H 1 J K L L] N o P Q R s T u v w X 2 5 z # s
List Name ~ Site Name Contact Created Keywords

00148984-istcopy main Admin 2014-10-09 01:05:00 Select
01513034 amadorsite Admin 2019-04-05 08:14:25 Select

£ Members

Content

% Segments
. 01581019 _child1 amadorsite Admin 2018-11-01 08:07:50 Select
Mailings = ,
01581018 _child2 amadorsite Admin 2018-11-01 08:09:23 Select
01581018_chid3 amadorsits Admin 2019-11-01 08:48:45 Select
01581019_parent amadorsite Admin 2019-11-0107:58:55 Select
01595329 main Admin 2019-12-20 07:50:11 Select
101april blake Admin 2015-04-21 09:37:00 Select
5303 main Admin 2017-07-05 01:35:53 Select

2 Reports

A Utilities
« List Settings
* Web Forms

* Automated

Messages abi_discussion main Admin 2019-08-26 03:10:31 Select

» Administration abi_import main Admin 2019-10-28 02:30:24 Salact
* Login Status

* Other

abimod1 main Admin 2019-11-26 09:38:34 Select
abizari main Admin 2018-04-26 09:52:08 Select
abizar2 ‘main Admin 2020-02-21 02:45:22 Select
acoustic_covers Jorgejr Admin 2013-06-25 09:50:00 Select
adminstestiist main Admin 2018-05.16 10:39:37 Select

& Shorteuts
* New List
* MailStreams

* Server
Dashboard

albertos main Admin 2017-04-14 07:05:50 Select

aldoz main Admin 2014-10-07 16:56:00 Salect

+ Deliverability

iy ow fewer | Show more Previou Next

* Discussion Forum

+ List Seftings Map Lyris, Inc. | Emall Marketing Software

* Site Map
+ Help

Rating

The Secure Sockets Layer (SSL) protocol is a standard for encrypted network communication.
We feel that there is surprisingly little attention paid to how SSL is configured, given its
widespread usage. SSL is relatively easy to use, but it does have its traps. This guide aims to
establish a straightforward assessment methodology, allowing administrators to assess SSL
server configuration confidently without the need to become SSL experts.

Complete Guide: SSL Server Rating Guide

Test

1. Open the SSL Labs website: https://www.ssllabs.com

C ) @& sslabs.com

% Book @ Qualys SSL Labs - ssllabs.com

2. Click at "Test your server"


https://github.com/ssllabs/research/wiki/SSL-Server-Rating-Guide
https://www.ssllabs.com/

®® Eorcn poa Y . < | B untic

<« C { @ sslabscom

B Qual x

Os ®» e .V

(S

Apps % Bookmarks @ TestAnaltics @ E-mail @ AWSConsole @ AmazonWeb Servi.. [ OutageRCATempl.. [ ArchitectwreDocu.. (S EndtoEndScenari..  » | B Outros favoritos

@ Qualys. ssL Labs

HOW WELL DO
YOU KNOW SSL?

If you want to learn more about the
technology that protects the Internet,
you've come to the right place.

Books News 8
e — Bulletproof $SL and TLS is a Linkedin Faux Pas Shines Li
SSLANDTLS complete guide to deploying secure Management

servers and web applications. This May 24,2019
book, which provides comprehensive

Il coverage of the ever-changing fieldof  Zombie POODLE and GOLDENDOODLE
SSLITLS and Web PKI, is intended for  Vulnerabilities

i

s
IT security professionals, system April 22, 2019

administrators, and developers, with the main focus on

getting things done. MORE » PCI & SSL/Early TLS QIDs 38601, 42366

March 14, 2019

Copyright © 2009-2020 Qu:

Inc. All Rights Reserved.
Try Qualys forfree! Experience the award-winning Qualys Cloud Platiorm and the entire collection of Qualys Cloud ApE

Home

Projects  Qualys Free Trial  Contact

Test your server »
Test your site’s certificate and configuration

Test your browser »
Test your browser's SS| plementation

SSL Pulse »

See how ofher web sites are doing

Documentation »
Leam howto deploy SSLITLS corracly

About SSL Labs

SSL Labs is a collection of documents, tools and
thoughts related to SSL. It's an attempt to better
understand how SSL is deployed, and an attempt to
make it better. | hope that, in time, SSL Labs will
grow into a forum where SSL wil be discussed and
improved.

SSL Labs is a non-commercial research effort, and
we welcome participation from any individual and
organization interested in SSL.

~ Ivan Ristié, Qualys

Terms and Conditions

including certificate security solutions.

3. At "Hostname", type your URL

L] # ro x PCH X
¢ C Y & sslabscom

i Apps % Bookmarks @ TestAnaiics @ E-mail @ AWSConsole @ AmazonWeb Servi Outage RCA Templ... Architecture Docu...

Home

Qualys. ssi Labs
You are here: Home > Projects > SSL Server Test

SSL Server Test

@ ss. x Nova

O ® & 6 WV

Projects  Qualys Free Trial  Contact

This free online service performs a deep analysis of the configuration of any SSL web server on the public Internet. Please note that the
information you submit here is used only to provide you the service. We don't use the domain names or the test results, and we never

SSLReport v2.1.0

Copyright © 2009-2020 Qualys, Inc. Al Rights Reserved.

Try Qualys for free

4. Wait for the results

com

‘wvw.we fiitfarmersmarket.co

winclrdgw1.win-healthcare.co

will.
Hostname: | Im-demo.lyris.net| Submit
Do not show the resulls on the boards

Recently Seen Recent Best Recent Worst
vendas eziravel.com br esiicom A . psycomocion.com
analyties sensitechecy.com depot.social A tarsasjatekal
W buecher-wie-steme.de racks.sensitechccy.com A groundgreentea com
onosisit ‘wwwbiltine.com
depotsocial ar keyakinomori info
‘mail geoinnova hy Err hotelduma com evoag.conz
‘majordominik hu yocarbo.com . gatineau.ca
keyakinomor.info freedns afraid.org mychart.ca
esricom A davaiverseio mal ransdonicom.br
wunbitine com nsqwbroadacres orguk ‘exodus.tuxtech com

4 A4 M om oA A A4 A A A

Terms and Conditions

! Experience the award-winning Qualys Cloud Platform and the entire collection of Qualys Cloud Apps, including certificate security solutions.

End to End Scenari. » | 3 Outros favoritos.




C {} @ ssllabs.com

ii Apps k Bookmarks @ TestAnalytics @ E-mail @ AWS Console Amazon Web Servi.. [= Outage RCA Templ...

Rel x [ SSL x  Novag x | +
O ®» &6 R YV &=

= Architecture Docu..  [= End toEnd Scenari..  » | B Outros favoritos

@ Qualys. ssL Labs

You are here: Home > Projects > SSL Server Test > Im-gemo.lyris.net

SSL Report: Im-demo.lyris.net (74.116.236.104)

3 Please wait...
Retrieving certificate

Home Projects Qualys Free Trial  Contact

SSL Report v2.1.0

Copyright © 2009-2020 Qualys, Inc. All Rights Reserved

Try_Qualys for free! Experience the award-winning Qualys Cloud Platiorm and the entire collection of Qualys Cloud Apps, including certficate security solutions.

5. Check your rate

SSL Report: Im-demo.lyris.net (74.116.236.104)

Assessed on: Sun, 30 Aug 2020 00:15:20 UTC | Hide | Clear cache

Summary

Overall Rating

+

Certificate

Protocol Support

Key Exchange

Cipher Strength

Terms and Conditions

Scan Another »

20 40 60 80 100

0

Visit our documentation page for more information, configuration guides, and books. Known issues are documented here.

Invalidating the Test Cache

Just click at the "Clear Cache" link on the top of the page.



B n [ PC cr e Ce W[ U @ y c @x @n|BH

£t @ sslabs.com
& End to End Scenari...

iii Apps  Bookmarks @ TestAnaytics @ E-mail @ AwSConscle @ AmazonW g

@ Qualys. ss. Labs

You are here: Home > Projecis > SSL Server Test > Im-demo. lyris.net

SSL Report: Im-demo.lyris.net (74.116.236.104)

Summary

Overall Rating

Cortificate

0 20 40 60 80

Key Exchange

Cipher Strength

Visit our page for more qguides, and books. Known issues are documented here.

Server sent invalid HSTS policy. See below for further information.

Certificate #1: RSA 2048 bits (SHA256withRSA)

Server Key and Certificate #1

*Iyris.net
Subject Fingerprint SHA2S6: 5650024853 571162 202122000f100242

Pin SHAZ56: 506U elIGIENEWSHORUPIMbD/ZviCOLWFGIcingA=

Common names *lyris.net

SSL Server Test....png

H

Mee| +

s 0O 8 ® @ @ B V &

» Outros favoritos

Home Projects Qualys Free Trial Contact

Assessed on: Thu, 20 Feb 2020 01:08:33 UTG | Hide | Clear cache Scan Another »

Mostrar todas X

Example Configuration

Save these configurations into /etc/nginx/conf.d/default.conf, or at
C:\nginx\conf\nginx.conf for Windows hosts - inside the http section, and check if it

conflicts with any other existent configuration.

1. Please also replace all variables placeholders, like $$¥NGINX HTTP PORT%%, to your

own values.

2. Please also fill the $$NGINX SSL CERT%% and $$NGINX SSL KEYS%% pointing to
your .CRT/.PEM and .KEY SSL certificates using the FULL PATH notation

a. In Linux use the normal notation like /etc/ssl/certificates.crt or

letc/ssl/certificates.key

b. In Windows use the normal path location, just replacing slashes (/) by double

backslashes (\\) like C:\\Windows instead of C: /Windows.
i. It must be done for all custom paths

Single file

server {



listen %3%NGINX HTTP PORT%% default server;
listen [::]:%%NGINX HTTP PORT%% default server;
server name localhost;

return 301 https://ShostS$request uri;

server {
listen %%NGINX_HTTPS_PORT%% ssl http2;
listen [::]:%%NGINX_HTTPS_PORT%% ssl http2;

server name localhost;

ssl certificate %%NGINX SSL CERT%%;
ssl certificate key %%NGINX SSL KEYS%%;

# enable session resumption to improve https performance

# http://vincent.bernat.im/en/blog/2011-ssl-session-reuse-rfc5077.html
ssl session cache shared:SSL:50m;

ssl session_timeout 1d;

ssl session tickets off;

# Diffie-Hellman parameter for DHE ciphersuites, recommended 4096 bits
ssl dhparam /etc/nginx/conf.d/dhparam.pem;

# enables server-side protection from BEAST attacks
# http://blog.ivanristic.com/2013/09/is-beast-still-a-threat.html

ssl prefer server ciphers on;

# disable SSLv3(enabled by default since nginx 0.8.19) since it's less secure then
TLS http://en.wikipedia.org/wiki/Secure Sockets Layer#SSL 3.0

#ssl protocols TLSvl TLSvl.1l TLSv1.2 TLSvl.3;

ssl protocols TLSvl.2 TLSvl.3;

# ciphers chosen for forward secrecy and compatibility

#
http://blog.ivanristic.com/2013/08/configuring-apache-nginx-and-openssl-for-forward-se
crecy.html

ssl ciphers
'ECDHE-ECDSA-CHACHA20-POLY1305:ECDHE-RSA-CHACHA20-POLY1305:ECDHE-ECDSA-AES128-GCM-SHA2
56 :ECDHE-RSA-AES128-GCM-SHA256 : ECDHE-ECDSA-AES256-GCM—-SHA384 : ECDHE-RSA-AES256-GCM—-SHA3
84 : DHE-RSA-AES128-GCM-SHA256 : DHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-AES128-SHA256 : ECDHE
-RSA-AES128-SHA256:ECDHE-ECDSA-AES128-SHA:ECDHE-RSA-AES256-SHA384 :ECDHE-RSA-AES128-SHA
:ECDHE-ECDSA-AES256-SHA384 : ECDHE-ECDSA-AES256-SHA:ECDHE-RSA-AES256-SHA : DHE-RSA-AES128-
SHA256:DHE-RSA-AES128-SHA: DHE-RSA-AES256-SHA256 : DHE-RSA-AES256-SHA : ECDHE-ECDSA-DES-CBC
3-SHA:ECDHE-RSA-DES-CBC3-SHA:EDH-RSA-DES-CBC3-SHA:AES128-GCM-SHA256:AES256-GCM-SHA384 :
AES128-SHA256:AES256-SHA256:AES128-SHA:AES256-SHA:DES-CBC3-SHA: IDSS"';

# enable ocsp stapling (mechanism by which a site can convey certificate
revocation information to visitors in a privacy-preserving, scalable manner)



# http://blog.mozilla.org/security/2013/07/29/ocsp-stapling-in-firefox/
resolver 8.8.8.8 8.8.4.4;

ssl stapling on;

ssl stapling verify on;

ssl trusted certificate %%NGINX SSL CERT%%;

# config to enable HSTS (HTTP Strict Transport Security)
https://developer.mozilla.org/en-US/docs/Security/HTTP_ Strict Transport Security

# to avoid ssl stripping https://en.wikipedia.org/wiki/SSL stripping#SSL_stripping

# also https://hstspreload.org/

# comment this out if your backend service doesn't add this header

# add header Strict-Transport-Security "max-age=31536000; includeSubdomains;
preload";

# ... the rest of your configuration
location / {
proxy set header Host Shost;
proxy cache valid 200 7d;

proxy cache use stale error timeout invalid header updating http 500 http 502

http 503 http 504;
proxy set header X-Forwarded-Proto https;
proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy set header Host $http host;
proxy redirect off;

proxy pass http://$$LOCAL_ IP%%:%$$HTTP_PORTS%%;
location /soap {

proxy set header Host Shost;
proxy cache valid 200 7d;

proxy cache use stale error timeout invalid header updating http 500 http 502

http 503 http_504;
proxy set header X-Forwarded-Proto https;
proxy set header X-Forwarded-For S$proxy add x forwarded for;
proxy redirect off;

proxy pass https://%$%LOCAL IP%%:%%$SOAP PORTS%%/;



